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DIGITAL SIGNING OF DOCUMENTS

This guide is intended for all economic operators participating in public procurement
procedures as bidders, to familiarize themselves with the new method of signing documents
within the bid.

With the latest upgrades to the e-GP system, the digital signing process will be automated and
carried out directly within the system. When submitting a bid:
e Documents must be uploaded in .PDF format
e The financial offer must be completed directly in the “Submit Bid” module
e After finalizing the bid, the system will automatically apply the digital signature
(manual signing via an external application will no longer be possible)

MThere is no need for documents to be signed prior to uploading — the system will apply
the digital signature automatically. Mandatory use starting from April 1, 2025.

M The digital signing tool has already been implemented in the e-GP system for some
time, but starting from April 1, 2025, its use will become mandatory for signing bids.

Therefore, we recommend that you prepare in advance and submit your bids at least a few
days before the start of the Public Opening, in order to avoid potential last-minute issues.

Step 1: Obtain a Digital Certificate

In the Republic of North Macedonia, there are two official and certified issuers of digital
certificates:

e KIBS (https://www.kibstrust.com/)

e Macedonian Telekom (http://www.t-
home.mk/mk/374/IKT uslugi/Digitalni sertifikati.html)

Their operations are regulated by the Ministry of Digital Transformation.
Both certificate issuers provide different types of certificates for natural persons and legal
entities.

For foreign economic operators, it is required to obtain a Qualified Electronic Signature (QES)
that complies with the legal framework of the European Union, specifically Regulation (EU)
No 910/2014 (elDAS Regulation) on electronic identification and trust services for electronic
transactions in the internal market.


https://www.kibstrust.com/
http://www.t-home.mk/mk/374/IKT_uslugi/Digitalni_sertifikati.html
http://www.t-home.mk/mk/374/IKT_uslugi/Digitalni_sertifikati.html
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The signing process is enabled only with qualified digital certificates issued on USB tokens or
SMART cards by any Qualified Trust Service Provider (QTSP).

For more information on how to obtain a certificate, please contact the registered issuers
directly.

Step 2: Install the Digital Certificate

Upon receiving the digital certificate, you will also receive instructions from the certificate
issuer on how to install it on your computer or how to store and use it via another electronic
medium (e.g., CD, token, smart card).

m To ensure the digital signature works correctly in the system, it must be properly
installed on the user’s computer. Please make sure to check the following:

1. Check if the certificate contains the private key - A digital signature consists of a
certificate and a private key. The private key is required to sign documents. If the
certificate is installed without the private key, signing will not be possible.

How to check:
e Open Manage User Certificates (certmgr.msc)
¢ Go to Personal = Certificates
e Locate your certificate and double-click to open it
¢ Inthe General tab, verify that it says: “You have a private key that corresponds to this
certificate.”

If this message is not present, the certificate does not contain a private key and cannot be
used for digital signing. In that case, the certificate is not correctly installed (only the public
part is installed).

2. Check if the certificate is installed in the correct folder
The certificate must be installed in: Personal (Certificates — Current User)

If the certificate is installed in Trusted Root Certification Authorities or another folder, it
cannot be used for digital signing. The Trusted Root folder is intended for trusted certificate
authorities, not for personal signing certificates.

Step 3: Electronically Sign the Documents You Upload to the e-GP

System

Currently, there are two methods for digital signing:

1. Digital signing directly within the application
2. Digital signing via an external software application

m Digital signing directly within the application is currently available only for economic
operators in the bid submission module. Starting from April 1, 2025, this method of signing
will become mandatory.



Sector for Monitoring the Public Procurement System and Management of the e-GP System

ELECTRONC SYSTE
PUBLIC PROCUREMENT

ESPP

3.1 Digital Signing Directly Within the Application

Digital signing at the application level means that economic operators upload their documents
in .PDF format into the appropriate fields within the “Submit Bid” module of the e-GP system.
After uploading, with a single click on the “Sign Documents” button, the digital signature is
applied to all documents at once.

Before starting the digital signing process, the following prerequisites must be fulfilled:

o Download the PDF extension for digital signing
o Install the client application for signing

M Depending on your company’s IT policies, you may need to request permission to install
these programs. This should be done in advance to avoid missing the deadline for submitting
your bid.

3.1.1 Download the PDF Extension for Digital Signing

The PDF extension for digital signing is supported on the following operating systems:
Windows XP, 7, 8, 8.1, and 10. Compatible web browsers include: Google Chrome, Opera,
Mozilla Firefox, and Microsoft Edge.

To download the appropriate PDF extension, you must first log in as an economic operator
and click the “Sign PDF download” button located in the upper right corner of the screen.
After clicking the button, a new browser tab will open where you can install/add the

extension.

2)
7 MoHyaysau 3 MowHyaysay 3

o Google Chrome

After clicking the button, a new browser tab will open.
Click on the “Add to Chrome” button, which will open a confirmation window.
Then click “Add extension” to complete the installation process.

& chrome web store 8 anikoloskaso@gmatcom v e Add "Nextsense PDF Signing Component"?

Home > Extensions > Nextsense PDF Signing Component It can:

Read and change all your data on all websites

e Nextsense PDF Signing Component Communicate with cooperating native applications
Jrdeddk ke 14 @ | Productivity | 8,000+ users




n Sector for Monitoring the Public Procurement System and Management of the e-GP System

LLECTRONC SYSTIMFOR
PUBLIC PROCUREMENT

ESPP

Note: If the “Download the PDF Signing Extension” button remains visible after installation,
you may need to adjust the extension settings in Chrome.
Go to the extension settings and select “On all sites” to enable proper functionality.

Extensions Q Search extensions.

)

My extensions & (D Nextsense PDF Signing Component
B Keyboard shortcuts
Discover more extensions

&  3nd themes on the Chrome
Web Store

Permissions

Site access

Allow this extension tc read and change all your data on websites you visit. (D)

Site settings

pin to toolbar

eMoziIIa Firefox

If prompted, click “Continue to Installation”, then confirm by clicking “Add” in the pop-up
window. This completes the extension installation process.

@ Add Nextsense PDF Signing Component? This extension will

Allow e-nabavki.gov.mk to install an add-on? o
have permission to:

You are attempting to install an add-on from e-nabavki.gov.mk.

Make sure you trust this site before continuing. * Access your data for extensiontest.st

* Access your data for sp.nextsense.st

Learn more about installing add-ons safely o Access your data for public.oglasi.slvesnik
o Access your data on 121 other sites
[ Continue to Installatior:{g Don't Allow N * Exchange messages with programs other than Firefox
Learn more

)

Note: If the “Download the PDF Signing Extension” button remains visible after installation,
you may need to adjust the extension settings in Mozilla Firefox. Select “Always Allow on e-
nabavki.gov.mk” to ensure proper functionality.

R o s @)

Extensions

Mextsense PDF Signing Component .

Manage = Only When Clicked

| ~" Always Allow on e-nabavki.gov.mk I b

Manage Extension

Remove Extension

Report Extension
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e Microsoft Edge

Click on the “Get” button, which will open a confirmation window.
Then click “Add extension” to complete the installation process.

E Add “Nextsense PDF Signing Component” to

i ?
Nextsense PDF Signing Component m Microsoft Edge?
Nexsense 2
=, 000+ 3 tie » The extension can:

« Read and change all your data on all websites
« Communicate with cooperating native applications

Note: If the “Download the PDF Signing Extension” button remains visible after installation,
you may need to adjust the extension settings in Edge.
Select “This can read and change site data” and choose either “On e-nabavki.gov.mk” or “On

all sites”.

AT @ = - O
Extensions 3

. HA
@ MNextsense PDF Signing Component =
@ Symantec Endpoint Protection MNextsense PDF Signing Component
i | When you click the extension | This can read and change site data  » I

| *  On e-nabavkigov.mk I Remove from Microsoft Edge

On all sites Pin to toolbar

Learn maore about site access Manage extension

lNpalwatsaTta Nosp3aHu
npexy View web permissions
flokonky & NOTPEOHO, ke DugeTe |
o Opera

Click on the “Add to Opera” button to begin the extension installation.
You will be automatically redirected to the page for downloading and installing the client

signing application.

0 ODGVG addons Extensions Wallpapers Develop

_ Search for add-ons
Homa > Extensions = Devaloper Taols

e N PDF Signing Comp + Add to Opera
by nextsense-dev

Note: If the “Download the PDF Signing Extension” button remains visible after installation,
you may need to adjust the extension settings in Opera.
Select “Page access” and choose either “Always run on e-nabavki.gov.mk” or “Always run

on all sites”.
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@@@bvsa|

Extensions X

B Google Translate [l You

Full access
These extensions can see and change
information on this site.

@ Mextsense PDF Sig... ?

O Runon click

O Always run on e-nabavki.gov.mk Remove extension
Always run on all sites Manage extension

View web permissions

m It is recommended to always use the latest available version of your browser.

3.1.2 Installation of the Client Signing Application

After successfully adding the extension, you will be redirected to the page for downloading
the client signing application. Click on the “Download” button to download the installation
file to your computer.

nextsense

signingExtension

EXTENSION CLIENT APPLICATION

Download

Extension is installed

Once downloaded, start the .msi file by double-clicking it. A window will appear where you
need to check the box “l accept the terms in the License Agreement”, after which the “Install”
button will become available.
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ﬁ Nextsense Signing Component Setup — X ﬁl Nextsense Signing Component Setup - X

Please read the Signing Comp
License Agreement

Please read the Signing C
License Agreement

signing
Component

nextsense

signing
Component

nextsense

End User License Agreement for ~ End User License Agreement for ~

Nextsense XML and PDF signing component Nextsense XML and PDF signing component

'WHEREAS 'WHEREAS

Nextsense is and remains the owner of all titles,
rights, and interests in the Software (hereinafter
referred to as: Software).

Nextsense is and remains the owner of all titles,
rights, and interests in the Software (hereinafter
referred to as: Software)

Nextsense and the Service provider to the

costumers, i.e. end users (Bank,

Telecommunications broadcaster, Utility provider,
government institutions or similar), have signeda “

Nextsense and the Service provider to the

costumers, i.e. end users (Bank,

Telecommunications broadcaster, Utility provider,
government institutions or similar), have signeda Vv

[ accept the terms in the License Agreement

Print Back Install Cancel

[J1accept the terms in the License Agreement

Install Cancel

After successful installation, a new window will appear where you need to click the “Finish”
button.

ﬁ Nextsense Signing Component Setup - X

Completed the Nextsense Signing
Component Setup Wizard

signing
Component

nextsense
Click the Finish button to exit the Setup Wizard.

ntegrating vision with technology
for masimum impect.

Back Cancel

To verify that the extension and the client signing application have been successfully installed,
follow these steps:

1. Completely close your browser (click the X in the top-right corner of the window)
2. Reopen your browser
3. Inthe URLfield, enter the following address:

https://signingextension.nextsense.com/ExtensionVerify.html?typeExtension=pdf

If everything is correctly and successfully installed, the page should display messages as shown
in the image below (installed extension (1) and installed client application (2)).


https://signingextension.nextsense.com/ExtensionVerify.html?typeExtension=pdf
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Nexisense

signing Exiension

EXTENSION CLIENT APPLICATION

Extension is installed

This confirms that your computer is ready to begin the document signing process.

3.1.3 Digital Signing of Bid Documents

Before you begin creating your bid and uploading the PDF documents for signing, you must
ensure that your valid signing certificate is properly installed (under User Certificates), or, if
your certificate is stored on a token, that the token is connected to your device.

When creating the bid, documents are uploaded using the “Upload Document” button.
Once all bid documents are uploaded, those subject to signing will be digitally signed and
marked accordingly.

CATEGORY DOCUMENTS

ABILITY OF THE ECONOMIC OPERATOR TO PERFORM BUSINESS ACTIVITY
Document for registered activity test.pdf
OFFER DOCUMENTS
Serious statement W3jasa 3a CepnosHOCT. paf
Authorization for submit bid @ test.pdf
Technical offer test.pdf
Offer form 0O6pazelL Ha noHyna.pdl

Financial offer DHHaHCHCKa noHyRa.paf

& sign documents @

After clicking the “Sign Documents” button, a window titled “Choose certificate to sign files”
will appear. Click on the arrow to select the certificate you want to use for signing.
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Choose certificate to sign files

Certificate name Certificate issuer Certificate thumbprint Certificate valid to date

CN=KIBSTrust Issuing Qsig CA G3, 01D.25 4 97=NTRMK-5529581,

DazanalEseyaa OU=KIBSTrust Services, O-KIBS AD Skopje, C=MK

A9B6CSE9AOCOCISF2B82D8BA0CFDEB0BCEERTETR 27.02.2026

First | Previous - Next Last

After the documents are signed, anicon = will appear next to each document indicating that
it has been digitally signed directly within the e-GP application.

CATEGORY DOCUMENTS

ABILITY OF THE ECONOMIC OPERATOR TO PERFORM BUSINESS ACTIVITY
Document for registered activity test pdf

OFFER DOCUMENTS
Serious statement Vzjaga 2a ceprosHoCT.pdf
Authorization for submit bid @ testpdf

Technical offer testpdf

offerform Otpazew wa nonyaa.pdf
3 DELETE FINANCIAL OFFER AND TEMPLATE
Financial offer DuHaHCHCKa noHyna pdf

m Only certificates with a valid expiration date will appear in the list.

m For domestic economic operators, the certificate issuer must be validated (issued by
KIBS or Macedonian Telekom), and the certificate must be a professional certificate.
The tax number of the company registered in the e-GP system must match the tax number
listed in the Subject field of the certificate. For foreign economic operators, there are no
additional checks on the digital certificate regarding the issuer.

m If you are using a token for signing, that certificate can only be used on the device
where the token is physically connected.

m Check the taskbar to see if a window appears that is blinking and needs to be clicked
to enter the PIN. Entering the PIN may be required for each document individually if the
certificate is on a token or if security settings were applied during the certificate installation.

m If documents need to be signed by two or more authorized persons (linked signatures),

after the initial signing, an icon will appear that allows re-signing of all documents by
the next signatory.

m Bill of quantities for works — In this field, upload the completed bill of quantities or
description of technical items. This document must be digitally sighed before being uploaded
to the system.

3.1.4 Configuring the Digital Signature
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If you want to visually configure your digital signature so that it appears on the document
itself, you can do this through the “Personal Data” module available in the “My Profile” menu.
In this section, you can define the following:

> Digital Certificate — Use the “Select Digital Certificate” button to upload the certificate
you want to use for signing within your e-GP profile (from all certificates installed on
your computer)

» Template Document for Coordinate Setup — Upload a document that will allow you
to define the position of the digital signature

» Signature Image — Optionally, you can upload an image of your handwritten signature

» “Set Coordinates” — After uploading the template (used temporarily only for

positioning the signature), use this option to automatically mark the coordinates
of the signature, NMoctasu KoopauHaTn”.

nextsense
signingComponent

Once this option is selected, three fields will be populated with coordinate values that can be
modified:

e Page location where the signature should appear
e Left coordinate
e Top coordinate

After defining the parameters, click “Save” to store them.
If needed, all parameters can be deleted by clicking the “Delete Parameters” button.
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Digital signing parameters

Thumbprint Page location

A9B6CSE9ADCICISF2B82DSBAOCFDGB0BCEES1ETB W choose thumbprint 1

Template document for setting coordinates FOF extensior Left coordinate
tpdf 1.60725177848407

upload picture for digital signing @ pne.jpe, jpeg extension Picture used for signing Remove image Top coordinate

g

778.226563064 0456
ah-winfrey-signature-signaturely.png

m Coordinates can be entered manually, or after selecting a template document, it is
necessary to click the “Set Coordinates” button to configure them.

After setting the parameters for digital signing, when signing the documents from the offer
template—by clicking the “Sign Offer” button—the selected documents are signed directly.
Once the document is opened, the digital signature is visible on the document itself.

m Digital signing of documents is valid even without setting the digital signing parameters
in the user's personal data. In both cases, the document is digitally signed (the Signature Panel
ribbon is visible in the Adobe Acrobat Reader application for viewing PDF documents). By
configuring the digital signature parameters, the digital signature on the document becomes
additionally visible.

A&, Atieast one signature has problems.
[
@
&

Ipusor 1 - Obpasey na nonyaa
Bupo 3a jasHu Habasku

Bp3 ocwoa Ha oraacot 6poj _ objasen 03 crpana Ha bupo 3a jasin Habaski, 3a
HaaBKa Ha XapABEPCKH ypeA 3a bexan Wa AeHTH BO PoGOTHIMPaNa GMGIHOTEKA CO

m If the message “At least one signature has problems” appears in the documents you
signed, this does not mean the documents are invalidly signed. It simply means that the
certificate needs to be added to the Trusted Certificates in Adobe. This can be done in a few
steps:

1. Right-click on the signature in Adobe and click the link “Validate Signature”

X  Signatures =

> &y Re“s Validate Signature

> @ Rev.2:Sig

3y &A Rev. 3: §i

View Signed Version

Show Signature Properties...
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2. A window will appear — Signature Validation Status, where you need to click the
“Signature Properties” button

Signature Validation Status

& Signature validity is UNKNOWN
- The document has not been modified since this signature was applied
- The signer's identity is unknown because it has not been included in your list of trusted
certificates and none of its parent certificates are trusted certificates

Signature Properties... Close

3. Then, a window will open — Signature Properties, where you need to click the “Show
Signer’s Certificate...” button

Signer Info
The path from the signer's certificate to an issuer's certificate was successfully built.

Revocation checking was not performed.

Show Signer's Certificate...

4. |In the window — Certificate Viewer, click the “Trust” tab, then click the “Add to
Trusted Certificates...” button

Summary Details Revocation| Trust | Policies Legal Notice

This certificate is not trusted.

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified document

Execute high privilege JavaScripts that are embedded
in a certified document

¥ ¥ B X X

Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates...

5. the Acrobat Security window, click the “OK” button
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Acrobat Security >
! If you change the trust settings, you will need to revalidate any signatures to see the
, change.

Trusting certificates directly from a document is usually unwise. Are you sure you want to
do this?

6. Check all the marked checkboxes shown in the image below, then click the “OK”
button

Trust

A certificate used to sign a document must either be designated as a trust anchor or chain up to a trust
anchor in order for signature validation to succeed. Revocation checking is not performed on or above
a trust anchor

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents
Dynamic content

Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access, etc )

7. Once you are returned to the previous window, click the “OK” button again

After closing and reopening the document in Adobe Acrobat Reader, the icon changes from
yellow to green
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& signedand allsignatures are valid. x  Signatures a8

~
Certficate Viewer x - &3 Rev.1: Signed by BIN 2024

This dialog allows you to view the details of a certificate and its entire issuance chain. The details Signature is valid:

‘correspond to the selected entry
2 v Document has not been modified since this signature was 2ppli

[Jshow all certification paths found Signed by the current user

BN 2024 Summary Details Revocation Trust  Policies  Legal Notice Sigring time is from the clock on the signer’s computer.

A s o6

Signature is LTV enabled
This certificate is cirectly trusted in your trusted certificates list.

 Signature Details
Trust Settings
Certificate Details
This certificate is set as 3 trust anchor, the result being that
this certificste and all certificates issued beneath this Last Checked: 202503 27 22:49:56 +0100

certificate are trusted to:

MNanara ,23 Oxtomepu™, yn. [l Field: Signaturel (invisible signature)

«  Sign documents or data Click to view this version
®  Certify documents

#®  Brecute dynamic content that is embedded in a certified.
document

. R Becute high privilege JavaScripts that are embedded in
Mpumau: ByyeT Ka PM / MuHncTepeTed acertifed forume

Batika Ha npuMadoT: Hapoaka Bakka H K perform priileged system operations (networking,
CMeTka:100-0000000630-95 printing, ile access,etc)

CMeTka Ha GYLIETCKN KOPHCHMK - Bupo

Revocation checking is not performed for this certificate
because it is directly trusted as 3 trust anchor

TpuxoHa Widpa U nporpama:724125;
EAB:MK4080009505456

Add to Trusted Certificates.

@ The selected certificate pathis valid

The path validation checks were done as of the signing time:
2025/03/26 17:13:18 +0100°

oK

NOTE: For all questions and issues related to digital signing and the signing tool, please report them
via the following email address — potpisesin@bjn.gov.mk

3.2 Digital Signing via Application

Digital signing via an application is used by contracting authorities when it is necessary to upload a
digitally signed document.

On the other hand, economic operators digitally sign the documents of their bids at the application
level (explained in more detail in Chapter 3.1). However, signing via an application is used in all other
cases where it is necessary to submit a digitally signed document through the e-Procurement System
(for example, when a document needs to be signed as a response to a question during evaluation or a
request to participate, submission of documents to prove eligibility in a simplified open procedure,
submission of comments for technical dialogue, bid for a mini-tender, submission of an e-Complaint,
and other cases).

3.2.1 Digital Signing via Application

The method of electronically signing documents varies depending on the application being used.

Below is an explanation of the procedure for electronically signing documents using the most
commonly used applications.

M A user signing a document on their computer may have multiple digital signatures installed,
issued by a bank, another institution such as the Official Gazette, or a domain certificate within their
own institution or company. Care must be taken when signing to ensure that the document is signed
with the correct digital certificate. Authorized issuers of digital certificates in North Macedonia are
KIBS and Makedonski Telekom. If a certificate is issued by a foreign provider, the issuer must be
authorized (registered) in its country of origin as an official digital certificate provider. The Public
Procurement Commission reserves the right to request additional proof of the certificate’s validity and
the issuer’s credibility. Any bids signed with an invalid certificate are considered unacceptable.


mailto:potpisesjn@bjn.gov.mk
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Attention must also be paid in cases where multiple users’ digital signatures (i.e., different names) are
installed on the same computer.

A document created in any application can be signed with multiple digital certificates.
However, please note that if any changes are made to the document between the time one digital
certificate is applied and the time another certificate is applied, the previously applied certificate(s)
will be invalidated.

If you are using a newer version of the MS Office suite (2007 or 2010), the document you
want to sign electronically—even if saved in a format compatible with MS Office 97-2003—may not
display the attached digital signature to users of MS Office 2003 or earlier versions (or other software
suites such as OpenOffice). However, if a document is signed using the Microsoft Office 2003 suite,
the digital signature remains visible when the document is opened in Microsoft Office 2007/2010.

Microsoft Office 2007

If you are using Microsoft Office 2007, the signing procedure is carried out as follows:

The procedure for applying a digital certificate to any MS Office 2007 document (Word, Excel,
PowerPoint) is identical.

Open the document you want to sign electronically. Click the Office Button located in the upper left
corner of the screen, then select Prepare and choose Add a Digital Signature.

b View  Developer  Acobat @ - = x
Prepare the document for distribution I — i
New ! = jj %tt‘ Dom T ¥ AutoSum -
| | Siwrap Text General - Normal Bad B
I Properties (E2= Ex| 54 - & = 3] Fill -
- 192 view ana eait warkbook properties, such |[5= 5| Emergeacenter~ |[§ - % o |[% ]| Condtional Fomat  Good Neutral _ || msent Delete Format Sort& Find &
|7 open as Title, Author, and Keywords. Formatting - as Table = - - v || Qdear-  Fiter~ Select~
= Inspoct Docnent | Alignment ) Number & Styles Cells Editing
I I =5 |Z=¢/ checkthe workbook for higden metadata
b or personal information. =
. (1) Encrypt Document |s H 1 J K L M N o 3 o R s T
H Saveds > | CHIF Increase the security of the workbook by
adding encryption.
L@J bint b | [ Restrict Permission
|_@ crant people access while restricting their  *
ability to edit, copy, and print.
?% Prepare » W Add a Digital Signature
Ensure the integrity of the workbook by
adding an invisible digital signature.
_a Send
@, Markas Final
Let readers know the workbook is final and
DR D make it read-only.
i) 5 Run Compatibity Checker 1ae BiyneH naHoc
o T | Checkfor features not supported by earlier
Close versions of Excel, 1000 11000
2000 12000
|13 Excet options | [ X exit excer || 3000] 13000}
7 =

A blank field will appear on the screen, where you can enter the purpose of signing the document
(for example, "Signing a bid"), and then be sure to click the Sign button.

@_ﬂ R IN_tender test.xl: e [E=Niohix ||
£)

Home Insert Page Layout Formulas Data Review View Developer Acrobat \@ - 3 X
=’ Cut cifea ) = === 3 AutoSum -
[ Calor ~[i | | o] |Evmoren General B g [roma Bad F= T W ussn« A oy
=) 23 copy = - (8] Fin~
Faste B 7 U- <[ A =iE Merge & Center ~ | | $ ~ % 3 ||%8 ;%8| Conditional Format Good Neutral _ || Insert Delete Format Sort & Find &
T Format Painter | U f[E A || Edmers L 88 =8 atting - s Tabie - o T OREE UM Gdeart  Fitter selects
Clipboard i} Font (7] Alignment i} Number il Styles Cells Editing
AL - £ |
A B C D E F G H 1 J K L M N o P w

2:!

®unarcucka nokypa
Ornac 3a gogenysare Ha A0T0BOp 33
jaBHa HaBaBKa Ha wHTEpHET yeyTH

.
5

.
; N
8

@  See additional information about what you are signing...
? You are about to add a digital signature to this document. This signature will not be
10 Yenyra HeTo MaHoc visble within the content of this document.
1 yenyra 1 10000 Purpose for signing this document:
12 yenyra 2 20000 AvruTanto noTrMwaH Aok yrenT|
13 yenyra 3 30000
14 Signing as:  Dragana Nikeloska =
= Issuedby: KIBS Qualified Certificate Services CA
16
17
. =
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After clicking the Sign button, a screen will appear with a blank field where you enter the password
for your digital certificate and click OK. During the installation of the digital signature (certificate),
there is an option to require a password each time you sign. If this option was not selected, no
password will be requested when signing the document.

Fin. ponuda_Test tender - Microsoft Excel
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After clicking OK, a red icon (ribbon) will appear at the bottom of the document (in the Task Bar),
indicating that your document has been successfully signed and is ready to be uploaded to the e-
Procurement System (ePPS).
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The recipient of the electronically sighed document can click on the red icon (ribbon) on the right
side of the document to open a screen displaying the details of the digital certificate (when it was
issued, by which issuer, and its validity period), as well as the details of the signer, i.e., the holder of
the digital certificate.
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Microsoft Office 2010

Before signing a document, it must be saved under a specific name, and the digital certificate/signature
must be installed on the computer. The signing procedure is as follows: File - Info - Protect

Document -> Add a Digital Signature.

Home Insert

|l save

Save As

Page Layout Formulas Data Review View Acrobat Team
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Select the digital certificate (issued by KIBS or Makedonski Telekom) and click the Sign button.
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i Sign MW

o See additional information about what you are signing...

You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

Purpose for signing this document:

ﬂMI’MTEJ’IHO NOTAMWYBaHE Ha J0KYMEHTH

Signing as:  Marina Maumoska-Kostikj
Issued by: KIBS Qualified Certificate Services CA =
[ Sign J‘-B [ Cancel ]

LS

A red ribbon will appear at the bottom of the document indicating that it contains digital signatures.
To view the details of the signer, click on the red ribbon, and the details will appear in the upper right
corner (Signatures -» Signature Details).

o
=H

Page:1 of1 | Words:1 | Macedonian [Former Yugoslav Republic of Macedonia) R iﬂ

A document that has been digitally signed using the Microsoft Office 2007 suite will have its digital
signature visible even when opened in Microsoft Office 2010.

Microsoft Office 2016

Before signing: the document must be saved under a specific name, and the digital certificate must be
installed on the computer.
The signing procedure is as follows:
1. File = Info - Protect Document - Add a Digital Signature
2. Select the certificate (KIBS or Makedonski Telekom) and click Sign
3. A red ribbon will appear at the bottom of the document, indicating that it contains digital
signatures
To view signature details: click the ribbon - Signatures - Signature Details
A document digitally signed in Word 2016 is visible and verifiable in all newer versions of Word.

Microsoft Office 2019

Before signing: the document must be saved under a specific name, and the digital certificate must be
installed on the computer.
The signing procedure is as follows:
1. File = Info - Protect Document - Add a Digital Signature
2. Select the certificate (KIBS or Makedonski Telekom) and click Sign
3. Avred ribbon will appear at the bottom of the document, indicating a digital signature
To view signature details: click the ribbon - Signatures - Signature Details
Documents signed in Word 2019 are visible and verifiable in Word 2016, 2021, and Microsoft 365.

Word 2021 u Microsoft 365 (ocTaHaTH NIOHOBHU BepP3HH)

Before signing: the document must be saved under a specific name, and the digital certificate must be
installed on the computer.
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Procedure:

1. File = Info - Protect Document - Add a Digital Signature

2. Select the certificate (KIBS, Makedonski Telekom) and click Sign

3. Thered ribbon at the bottom will display a message indicating the digital signature
Signature details: click the ribbon - Signatures - Signature Details
Documents digitally signed in these versions are verifiable and compatible with all previous versions
from 2010 onwards.

OPEN OFFICE

If you are using OpenOffice, the signing procedure is carried out as follows:

The procedure for applying a digital certificate to any OpenOffice document (Writer, Calc,
Impress) is the same.

Open the document you want to sign electronically. Click the File button in the upper left corner of
the screen, then select Digital Signatures.
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Click the Sign Document button to select the certificate you want to use for signing.

The following have signed the document content:
[Signed by [Digital ID issued by [Date ]

View Cerifcte. —
-

Select the digital certificate you want to use for signing and click OK.
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Yexop 3: Enexrpon
Select the certificate you want to use for signing
AnnMKaTveHaTa NporpamM:

LIPAHA HA EKOHOMCKMOT
Office 2003, 2007, 2010,

After clicking OK, a screen will appear with a blank field where you enter the password for your digital
certificate (if you chose during installation to require a password for each signing) and click OK. Click
OK again to complete the signing process. After this, a red icon (ribbon) will appear at the bottom of
the document (in the Task Bar), indicating that your document has been successfully signed and is
ready to be uploaded to the e-Procurement System (ePPS).

|Digital Signature: The document signature is OK.I'
I Oufline3 0
[INsRT |sTD | ||& |[OBRM [@—+—6—— @ [10%

The recipient of the electronically signed document can click on the red icon on the right side of the
document to open a screen showing the details of the digital certificate (when it was issued, by which
issuer, and its validity period), as well as the details of the signer, i.e., the holder of the digital

certificate.

HauuH Ha noTnumyBame [11® noKyMeHTH

To convert documents to PDF format, you need to install PDF Creator (an open-source application) on
your computer, which you can download from the internet or directly from the following link:

http://www.pdfforge.org/download.

If you are using MS Office 2007, you also have the option to save the document (Word or Excel) directly
as a PDF by clicking Save As, then selecting PDF or XPS (see screenshot).

Save a copy of the document
o e al A B
2y Word Document = = | AaBbCeDc | AaBbCcDe AaBbC: AaBbCc AaB AaBbCc. AaBbCcD( AaBbCcD( AaBbCcDi & Replace
& W - ba
= il Save the file a5 a Word Document. i THormal |7 NoSpaci.. Headingl Heading 2 Title Subtitle  Subtle Em.. Emphasis  IntenseE.. - Change
3 gpen F v s g ; =) Gon |y etea -
(5] Word Tempiate Paragraph = Styles || Editing
b s | e docmenastemontemtan |
= be used to format future documents
— Word 97-2003 Dacument
& Save s | | =" | savea copy of the document that is fully
compatible with Ward 97-2003,
@ Print > ;ﬁ Adobe PDF
@ prepare » | v, 2y OPenDocument Text
Save the document in the Open Document
Format,
Cg s [ poroes Tnuwysatbe Ha fokymenTy.. |
i} Publish a copy of the document as a PDF or
p XPS file.
L ewowsn >
—] Otner Formats
Open the Save As dialog box to select from
N
B o all possible file types.
[ 83 word options | [ X ext wora

After performing this action, your application will automatically convert the original document into
PDF format, which will be ready for digital signing.
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Signing documents in .pdf format can be done using several applications. Here, we provide an
explanation of signing using the jSignPdf program (free — open source) and Adobe Acrobat Pro.

Jsignpdf

To digitally sign PDF documents, you can use the jSignPdf software, which can be downloaded for free
from the following link: http://jsignpdf.sourceforge.net/

Complete documentation for installation and instructions on how to sign using this software can be
downloaded from: http://jsignpdf.sourceforge.net/uploads/JSignPdf.pdf

You must first have the digital certificate installed on your computer.
Then, open the jSignPdf program and select the Advanced view button to display additional options.
In the Load keys field, select the digital certificate installed on your computer. If you have multiple
digital signatures installed (issued by a bank, another institution such as the Official Gazette, or a
domain certificate within your organization or company), you must select in the Key alias field the
digital certificate issued by an authorized certificate provider (KIBS or Makedonski Telekom).

Keystore type WINDOWS-MY

Key alias
Input PDF file

PDF Encryption iNot encrypted

Output PDF file (optional)
[] Append signature to the existing ones
Reason (optional)
. Location (optional)
Contact (optional)
Certification level fNot certified
Hash algorithm 'SHAL

[¥] visible signature

In the Input PDF File field, click the Browse button and select the PDF document you previously
saved. Finally, click the Sign It button, then OK. The signed document will be saved in the same
location as the original document, with the addition of _signed in the file name._


http://jsignpdf.sourceforge.net/
http://jsignpdf.sourceforge.net/uploads/JSignPdf.pdf
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| [¥] Advanced view

[] Remember passwords

WINDOWS-MY

+] [ 2 Load keys

Input PDF file i) Browse ...

PDF Encryption

Not encrypted

Output PDF file (optional) \(:J Browse ...

[T Append signature to the existing ones
Reason (optional)

Location (optional)

Contact (optional) 3 TSAJOCSP/CRL ]

Certification level

Hash algorithm

{3} Settings

Below is a preview of a document signed in .pdf format.

b
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Tools | Fill &Sign | Comment

v Fill & Sign Toaks

T AddTed

o Add Checkrmark

| Place Signature

+ Send or Collect Signatures

» Work with Certificates

Adobe Reader

Adobe Reader is a free application for viewing and managing PDF documents. In addition to allowing you

to read PDFs, Adobe Reader also supports signing documents with a digital certificate, which is a secure
and officially recognized method of electronic signing.

You can download Adobe Reader from the following link: https://get.adobe.com/reader/

Before you start digitally signing documents, you must have the digital certificate installed on your
computer. Then, open the document you want to sign using Adobe Reader. In the All Tools tab, click

View more to display all

options, and then click Use a certificate.


https://get.adobe.com/reader/
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Next, click the Digitally sign button. Adobe Reader will prompt you to draw a field in the document where
your signature will appear. Click OK.

Adobe Acrobat

Using your mouse, click and drag to draw the area where you would like the signature to
appear. Once you finish dragging out the desired area, you will be taken tothe next step

)
~ of the signing process.

[ Do not show this message again

Click and drag with the mouse to define the signature field. After creating the field, a window will open

where you can select your digital certificate. Make sure the correct certificate is selected and click
Continue.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

@ E[]E) Dragana Tasevska (Windows Digital ID) View Details

Issued by: KIBSTrust Issuing Qsig CA G3, Expires: 2026.02.27

O (g, NOVAKOMPANUA2 (Windows Digital D) View Details
[  Issued by: NSRootCA, Expires: 2026.0925

” =)
Configure New Digital ID
-

In the new window, your digital signature will be displayed, and then click the Sign button

Sign as "Dragana Tasevska" X

Appearance  Standard Text
Digitally signed b
Dragana ;3 tacovsr.

Dragana Tasevska

Date: 2026.02.13
TasevsKa 1447 o100

[ Lock document after signing View Certificate Details

This document contains constructs which could affect its appearance.
Review it before proceeding.
Back Sign

The application will prompt you to save a new version of the document with the signature. The document

is now digitally signed and secured. The signature can be verified by any user with a PDF reader that
supports digital certificates.



“ Sector for Monitoring the Public Procurement System and Management of the e-GP System

ESPP
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Mok gt Conen £Spn maees @ @ 2 o = () G
< Usea certificate w A atlesstone signature has peblems: Signature Panel ) %
@

& Digially sign “
ﬂE

B Timestamp S)
& Vetbiote disignobre 2 LIMrUTANHO ROTHALIAH FIoKYMEHT 60 Adobe reader ]

GA

Draga na Digitally signed by

Dragana Tasevska
Date: 2026.02.13

Tasevska i2.4s:11 0100

Adobe Acrobat Pro

Adobe Acrobat is a suite of computer programs developed by Adobe Systems, designed for creating,
viewing, and managing Adobe Portable Document (PDF) files. The Adobe Acrobat Pro program can
be used for digitally signing PDF documents, as well as for reviewing and verifying the validity of
digital certificates.

You can download Adobe Acrobat Pro from the following link:
https://helpx.adobe.com/acrobat/kb/acrobat-downloads.html

Before you start digitally signing documents, you must have the digital certificate installed on your
computer. Then, open the document you want to sign using Adobe Acrobat Pro. In the Fill & Sign =
Fill & Sign Tools tab, click the Place Signature button.

& primer_dopis so novo lego_2016 (2).pdf - Adobe Acrobat Pro - X
File Edit View Window Help *
Doen |Bloater |D @ SR | @O bbb D customize + | [
[0 | N | = @[] 5 B Toots [ Fitl &sign } Comment
)
°
T AddText
MIIIHIJICTEpCTBO 3a dmuchvm v Add Checkmark
sigosaou i | DUPO 3@ jaBHW HabaBKuM Place Iniial
G
{)
[Add or create signat.
» Send or Collect Signatures
J10: Hasus Bpoj12-1234 /2 > Morkwi Certfctes
Appeca Harym 122015
I'pag

MuHucTepeTBo 3a
unanchu
Bupo 3a jaBHu HabaBKu
KOIIUJA 0: Hasus
IManara ,23 OKTOMBpU®
Ijnpeca ya. Lame Tpyes 6p.12

Next, click the Drag New Signature Rectangle button and mark the area in the document where you
want the digital certificate to be applied.


https://helpx.adobe.com/acrobat/kb/acrobat-downloads.html
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File Edit View Window Help x
Do [Bowe- | @BEFH 202k H costorize - | [
[1)r1] G| =@ | 2] Tools  Fill&Sign = Comment

~1' v Fill & Sign Took:

T AddTet
/| Add Checkmark

L] MuHucTepcTBO 3a drHAHCUMN

Bupo 3a jaBHu HabaBKK Place niials

e D

» Send or Collect Signatures

5Up0 3 a0+ HaGaski
—

H Work with Certific
,uo: Ha3sus EPO] 12-1234 /2 » Work with Certificates
Appeca |agobeacbat x| Datym __.12.2015
Fpan @R Tobesin signing, choose the Drag New Signsture Rectangle’ btton, and then drag out the area

P \where you would like your signature to appear, Once you finish dragging out the desired area, you

~ will betaken to the next step of the signing process. MUHMCTePCTBO 38
chunancnn
[ T e A

Bupo 3a jaBHu HaGaBKn

Drag New Signature Rectangle .. “ Cancel

KOIIHJA 10: Hasus

IManara ,23 oKTOMBPH"

Anpeca a1 lame Tpyes 6p.12
I'pan 1000 Cxomje,

In the window that opens, in the Sign As field, select the certificate you want to use for signing if
multiple digital certificates are installed on your computer, and then click the Sign button.

- Ipag ,
Sign Document * MununcTepcrso 3a
Sign ;. v @ unancim
bupo 3a jasnn Habaskn Sendor Coect Somat
» Send or Col matures
[(OHH]'A I[O‘. HﬂSl/lB Certificate Issuer: KIBS Qualified Cestificate Services CA Info. I r“ﬁliﬂ

Tanara 23 okTomepH” n et

Appeca -

Ap Appeasance: SandardTed v . lame Tpyes 6p.12
Ipag 1000 Cxomje,

Penybnnka Makegonuja

Ten. (02) 3255689

E-momrra: infog@bin.gov.mk
http://bjn.gov.mk

~ | VKA

O MKC EN ISO 9001:2009
== |,

MPEJIMET: H3BectyBate
BPCKA: Bau gonuc 6

[Mocranysajiku no B
3a jaBHM HabaBKM mpH N
ClieqHOBO:

The following image shows a digitally signed PDF document using Adobe Acrobat Pro.

] primer_dopis so nova loge_2016 (2).pdf - Adobe Acrobat Pro - X

File Edit View Window Help x
customize ~ | [ef]

Fill & Sign

Bow [ Bone- B @R |8z bb0H
0| MO @@ =[] EHB Tools |
[ Signature Panel

Comment

[45) Atleast one signature has problems. v Fill & Sign Tools

-

T AddText

Goran
Bogdanovski

Digitally signed by Goran Bogdanovski

DN: o=Ministerstvo za finansii - Biro za javni nabavki,
c=MK, email=goran.bogdanovski@bjn.gov.mk,
sn=Bogdanovski, givenName=Goran, cn=Goran
Bogdanovski

Date: 2016.01.15 09:59:24 +01'00'

v Add Checkmark
Place Initials

Place Signature -

» Send or Collect Signatures

» Worl with Certificates

Note: If the root certificates of the digital signature issuer are not installed on the computer, a message
may appear in the upper right corner of the document stating "At least one signature has a problem."
However, this does not mean that the certificate is invalid.

To verify the validity of the digital signature, click the Signature Panel button, and in the Signature
Properties window, click Show Signer’s Certificate to view the details of the certificate holder and
issuer.
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Signature Properties X Certificate Viewer X
Signature validity is UNKNOWN, (
ey 9 ty lass 2 Public Primary Cemﬁcail Summary Details Revocation Trust  Policies  Legal Nofice ]
2 Signing Time: 2016701715 00:41:53 +0100' :ba CA
Validity Summary S Qualified Certificate Service| l_L Goran Bogdanovski < goran.bogdanovski@gmail.com>

The Document has not been modified since this signature was applied. Goran Bogdanovski <goran.b
The certifier has specified that Form Fill-in, Signing and Commenting are lssued by:  KIBS Qualfied Certificate Services CA

allowed for this document. No other changes are permitted.
KIBS AD Skopje
The signer's identity is unknown because it has not been included in your list of

trusted certificates and none of its parent certificates are trusted certificates. Valid from: ~ 2015/02/12 01:00:00 +01'00
Signing time is from the clock on the signer's computer. Validto:  2016/02/13 D0:39:59 +01'00'
Signature was validated as of the signing time: Intended usage: | Digital Signature, Nen-Repudiation, Encrypt Keys,
2016/01/15 09:41:33 +01'00" Encrypt Document, Client Authentication, Email
Protection, 1.3.6.1.4.1.311.20.2.2
Signer Info
The path from the signer's certificate to an issuer's certificate was successfully
built.
Revocation checking was not performed. —
Show Signer's Certificat
‘h < >
Advanced Properties... Validate Signature Close oK

What to do if an "Invalid signature” appears?

If the root certificates of the digital signature issuer are not installed on the computer, a message may
appear in the upper right corner of the document stating "Invalid signatures." However, this does not
mean that the certificate is invalid. To evaluate the certificate, click the View button.

~
Ceriificate [ Certificate - = Certificate [ = ]
General | Detals | Certification Path - Details | Certification Path General | Detais | Certification Path
shau perifiaton pah

—
f, Certificate Information (5] verisign
el [ = ~[55] KIBS Verba CA - VeriSign, Inc.
This certificate is intended for the following purpose(s): e e PR TPTT—— [5) KIBS Qualified Certificate Services CA - KIBS AD Skopje
+ Proves your identity to a remote computer <nal numoer cadceadla e {55 Dragana Nikoloska's KIBS AD Skopje ID
+ Protects e-mai messages Signature algorithm shalRSA 3
+2,16.840,1. 113733, 1.7.23.2 i | signature hash algorithm shal
(=] rssuer KIBS Qualified Certificate Servi...
(=] vaiid from Tuesday, January 12, 2016 1:...
*Refer to the certification authority's statement for detais, sl o Thraday, January 12 2007 L
Subject Dragana Nikoloska, Dragana, ...
Tssued to: Dragana Nioloska [P R&A N4 Rite)
[CN = Dragana Nioloska
G = Dragana
TIssued by: KISS Qualified Certificate Services CA ke i
E = dragana.nikoloska@bjn.gov.mk View Certificate
c =M¢
valid from 1/ 12/ 2016 to 1/ 13/ 2017 (| = Ministerstvo 2 finansi - Biro za javri nabavki
Certificate status:
P Youhave a private key that corresponds to this certificate.
is certficate is OK.
|
Learn more about certficates Learn more about certificate details Learn more about certification paths

-

—

When checking the certificate, you should pay attention to the following:

e In the General tab, you can see to whom the certificate is issued, the issuer (whether it is issued by a
registered digital certificate provider), and whether it is valid.

e In the Details tab, you can see the certificate's serial number, the issuer, validity, and in the Subject
section you can check the details of the person to whom the certificate is issued and whether it is issued

to a legal entity or an individual.
e In the Certification Path tab, you can see the path of the specific certificate up to its issuers.

The validity of the certificate can also be checked using the applications provided by digital certificate issuers in
North Macedonia. Below are screenshots from the KIBS and Telekom applications.
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